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In the current epoch of digitalization, it is of vast importance to talk about IT Security. Most corporations 
spend millions of dollars on their security. International information security standards provide the company 
with adequate security measures, among them ISO 27001. ISO 27001 was one of the pioneers among 
ISMS. That is why it’s important to discuss it, as it has stimulated further IT security development. ISO 
27001 is an international information security management systems standardization, which had divided the 
IT market into two opposing camps. Some companies represented on the market are willing to implement 
the standard, although others claim that it does not stimulate the productivity and protects only from a mi-
nor part of threats. The remaining issue is composed to detect problems of ISO 27001, and to define where 
it is worth implementing. We will reveal practical problems of ISO 27001 and analyze problems that compa-
nies are faced with while implementing the ISO 27001.

Along with the vast computerization of the world, the history of ISO 27001 started in the late 90s in the UK; 
at that time, versions BS7799-1 and 2 were released. Organizations started to feel the need to secure their 
systems and to provide a common information security framework. Among the companies who issued the 
Code of Practice for information security, BS 7799, were BOC, BT, Marks and Spencer, Mibleland Bank, 
Shell and Unilever. Although, the significance of information technology was rising, that teased an urgent 
need for adequate measures of information security. After the frauds about IT attacks became public, com-
panies acknowledged the responsibility for safeguarding their physical and information assets. Due to this 
fact, the new ISO/ IEC 27k standards were produced. With the ISO/IEC 27001, organizations can have their 
ISMS certified by a third party, which gives their customers credit for the security measures.

Not all companies were open-minded towards new standards, though, and two opposing camps ap-
peared, for and against the 27k family of international standardization. The remained fact is really noticeable, 
nowadays, as only a third of world companies is certified with ISO 27001. In the remained issue the ISO 
27001 standard will be analyzed from both, negative and positive perspectives. The interesting feature is 
that there is a strong regional difference of approach towards ISO 27001, so in this issue we will compare 
the forked approach towards ISO 27001 standardization in distinct regions of the world.

We’ll comprehensively open the topic of ISO 27001, and different attitudes and perspectives will be de-
picted in the volume. IT Experts from all over the world cooperated to provide you with updates in the ISO 
27001 environment. The issue is full of expert opinions from different countries and continents.
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Using Attack Trees for Enterprise Security 
Author: Dr. M.A.C. Dekker

Traditional enterprise security standards, like ISO 27001, generate flat lists of risks and flat lists of security 
measures. This can easily lead to a naive defensive strategy of doing a bit of everything. As cyber attacks 
are becoming more advanced, involving multiple steps, it becomes more important to analyze better the re-
lation between different lines of defense, tradeoffs and defense-in-depth. This article explains how attack 
trees work and how they can be used in enterprise security, extending more traditional approaches.

Introduction 

Several years ago, a professor of mine (Sjouke Mauw, currently at the University of Luxembourg) showed 
me some academic work he had been doing on attack trees. Against a backdrop of complex threat models 
and process calculi for protocol analysis, to me, these attack trees seemed elegant and powerful. I was cer-
tain they were being used in the business world. 

Not much later, I left academia for the real business world to work on the design and protocols of the Dutch 
national e-ID system. We used RUP (Rational Unified Process), an iterative software development process 
framework with plenty UML diagrams. This was great for specifying functional requirements, with use case 
and activity diagrams. We spent countless coffee breaks discussing pros and cons of other design and 
modeling techniques. And we were surprised at the contrast between the tools for modeling functional re-
quirements (UML diagrams), on the one hand, and non-functional requirements, like security: boring lists of 
risks. Where is the anti-use case diagram, the “abuse case diagram”? But our project method didn’t ask for 
our idea, so we didn’t go beyond making a demo (which I cannot share here for obvious reasons). 

Nowadays, I don’t design protocols or systems anymore but I work on enterprise security and defensive 
strategies. The problems in enterprise security are at a different level of technical detail, but they are com-
plex, involving many different IT assets and threats. To my surprise, enterprise security tools used are quite 
basic. Formal methods are not being used and enterprise-wide security or threat modeling is done mostly 
ad-hoc, using flat lists of risks and standard checklists. In this article I argue that attack trees are useful for 
enterprise security, to understand the effectiveness of security measures, to show the trade-offs and to al-
low management to prioritize security improvements. 
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Enterprise security 

Enterprise security is essentially about analyzing the organization’s IT security posture and improving it 
where needed, in the most efficient and effective way. In enterprise security, the most used tool is the ISO 
standard 27001: A Plan-Do-Check-Act approach combined with a catalog of different IT security measures, 
also known as controls. Basically, the standard is a manual for setting up an organization-wide system of IT 
security roles, policies, processes, and to implement a set of standard controls. For example, the catalog 
suggests to have provisions for the security of teleworking, a protection against computer viruses, encryp-
tion, etc. The ISO27001 standard is generic and can be used in shoe factories, banks, IT companies, media 
companies, and so on. The same standard is often used as a framework for analyzing the overall IT security 
posture. For instance, auditors typically use the ISO 27001 structure to assess if all measures are in place, 
and if the gaps are justified. When reporting internally to management, it is common to assess the maturity 
of each of the different IT security processes specified in the ISO 27001 standard. 

So the general approach in enterprise security is to do a bit of everything, using generic checklists, an inven-
tory of everything that gets done in the organization. Doing a bit of everything works on paper, but it is a na-
ive defensive strategy. Many organizations, nowadays, have a tick in the box everywhere, they have several 
layers of defenses, none of which is perfect, they are still being attacked, they have a plethora of issues 
which could be improved, a plethora choices of security products and services, and they have limited 
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manpower and budget for additional improvements. So management will need answers to questions like: 
What are the short term priorities? Which of our weaknesses are most dangerous for our organization. 
Which measures need to be improved most urgently? Is it better to invest in this measure or should it be 
spent elsewhere? How easy is it to get a foothold inside, how easy is it to go undetected, how easy is it to 
get from there to the crown jewels? What is our defensive strategy? 

Traditional risk assessment 

The problem is not so much the generic catalogs of security measures, but the lack of a risk assessment 
method that can show the relation between the different measures. Traditional risk assessment approaches, 
like the one recommended in the ISO 27001 standard (ISO 27005) work as follows: List assets which need 
to be protected, list potential threats for each asset, then estimate the risk (likelihood times impact) for each 
threat-asset pair. The result is a long and flat list of risks. 

A flat list of risks may be sufficient when dealing with perfect defenses and simple fire-and-forget, hit-or-
miss attacks. But today cyber attacks are more advanced and often the defenses are not perfect. Attacks 
involve multiple stages, multiple assets, exploiting weaknesses in multiple defenses, which when assessed 
in isolation may not seem problematic. Take a basic example of an attack: Social engineering via email, in-
stall malware to infect the PC, steal credentials of the user, and then use the credentials to enter another 
system with more valuable assets (lateral movement). A traditional approach would list the risk of phishing, 
the risk of credential theft and the risk of PC infection separately. But they are related. For example investing 
more in PC security reduces the need to filter malicious emails. This tradeoff does not emerge from a tradi-
tional risk assessment approach. 

Risk analysis with attack trees

One way to extend the traditional risk assessment approach is to combine it with attack trees. Attack trees 
(coined by Bruce Schneier) work a bit like the fault trees in industrial safety engineering. It is a kind of de-
pendency analysis using (directed) graphs. Attack trees can be used for modeling security threats and risks 
in complex systems, at many levels of abstraction. They allow you to look at scenarios and to model at-
tacks better than with flat lists of risks. 

To see how it can be used, take as a simple example the attack tree in the diagram above, which comes 
from an ENISA paper on appstore security. 

At the top of the diagram you can see two highest goals for an attacker, i.e. 1) to get malware on a smart-
phone and 2) to also keep it on a smartphone. The first is bad, the second is typically worse. 

The boxes in the middle are intermediate subgoals for attackers. Arrows are read downwards meaning: "re-
quires the attacker to". If there are multiple arrows it means "OR" and an arc means "AND". 

At the bottom of the diagram we connected to the 70 (technical) risks which came out of a more traditional 
risk assessment called STRIDE. 

The traditional risk assessment generated a long and flat list of risks with no clear relations or interdependen-
cies. The attack tree on the other hand shows in one view multiple different (successful) attack scenarios. 
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This tree shows for example, that to sell a malicious app in the store, the attacker needs to create a mali-
cious app and circumvent app review and falsify the app’s reputation. It also shows which combination of 
weaknesses allows for a successful attack. This is not easy to see with just a traditional risk assessment. 

Lines of defense and trade-offs

In a second step, the attack tree can be used to analyze the defenses. In the attack tree for appstore secu-
rity, for example, you can draw in the main lines of defense against malicious apps. See the red lines in the 
diagram below. 

The tree from the example shows the relation between the different lines of defense and explains the trade-
offs. For example, if it is very expensive to improve the app review process (A) then one could also improve 
device security (D) or improve a-posteriori detection of malicious apps (D). Note that this tradeoff is made 
differently in the different smartphone ecosystems. Also in enterprise security there are trade-offs every-
where and it is important to understand them and highlight them before making investments. 

Conclusion

Attack trees can be used in addition to traditional enterprise security methods, not only to analyze security 
risks better, but also to model defense-in-depth better and to go beyond a defensive strategy of doing-a-
bit-of-everything. The advantages of attack trees are:
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Flexible - Attack trees work at any abstraction level, just by adjusting the goals, choosing the right level of 
abstraction for the subgoals. A tree can be used for the entire organization, for a small system, for a cluster 
of systems, or even just to explain one incident.

Visual - Attack trees are a visual technique, which works well for communicating, not only with technical ex-
perts but also with non-technical people, such as in boardrooms. Flat lists of risks, on the other hand, are 
much less powerful when communicating. 

Formal - Academic researchers have shown that attack trees have nice formal properties, like reductions, 
extensions, and projections. So attack trees can be annotated with values to address questions like "what 
is the cheapest attack?" or “what is the difficulty grade of this attack?” See for example this academic arti-
cle about attack tree properties. Although you may think these are just fancy mathematical properties, in 
practice, this means that attack trees behave well when you start to combine and merge trees from different 
projects or when you implement them in automated tools (such as GRC tools). 

Incident scenarios - Besides showing the threats and the risks, trees can be read like incident or attack 
scenarios, from bottom upwards. This is important because security is often better understood via stories 
and scenarios, particularly when communicating with a non-technical audience. 

Brainstorm tool - One of the most complicated problems is to do good threat modeling. Things easily get 
overlooked. Attack trees are a great (and fun) brainstorm tool, accessible and easy to use, even by people 
who are not security experts. It allows the people in the room to play the part of hazard, the part of the at-
tacker. Engaging the non-security people at different levels in the organization is important to increase 
awareness and improve governance and risk management. 

Defensive strategy, defense-in-depth and tradeoffs: Attack trees show the relation between different 
defenses and give the full picture. The lines of defense in an attack tree could be annotated with false-
negatives and costs. Consider defense-in-depth: Typically the first line of defense has few false-positives 
and many false-negatives, while the last line of defense typically has many false-positives and (hopefully) just 
a few false-negatives. Attack trees allow to model defense-in-depth better and show how defenses are re-
lated, what are the tradeoffs and what is the return on investment (ROI) for each measures. This is important 
input for developing a more advanced defensive strategy. 

So why aren’t attack trees used more often in enterprise security? One well-known problem of attack trees 
is that they quickly become very big. Traditional risk assessments also generate long lists, but a flat list of 50 
or 100 or 200 risks is still somehow manageable, because items on the list can be grouped, prioritized, 
stored in a database, listed in a document or tracked in an excel sheet. Diagrams, on the other hand, be-
come difficult to manage already with more than 10 items. So this means that you need to work with sub-
trees and it means that you need good tooling capable of handling trees (graphs) and subtrees. Simple text 
documents and spreadsheets are not enough. 

But as the cyber-security field is maturing more advanced modeling techniques will be needed. Attackers 
tackle enterprise defenses in multi-stage attacks, tackling multiple imperfect defenses. For CISOs there is a 
plethora of tools and best practices to choose from, but limited resources for improving security, so under-
standing where to invest time and money is important. Attack trees can provide this additional insight and 
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be used to analyze the effectiveness of defenses, how they are correlated, where are the trade-offs, and 
how hard it is to get through the different lines of defense. Attack trees would allow you to develop a defen-
sive strategy that goes beyond “doing a bit of everything”. 

Disclaimer: This article is a personal view, based on past work experience with different employers and 
should not be seen as the position or opinion of my current employer.
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